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CYBERSECURITY

In today's VUCA world (Volatility, Uncertainty, Complexity, Ambiguity),
cybersecurity is essential for states, citizens, and companies.
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CYBERSECURITY - The Most Important Business risk
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million

Source : Allianz Risk Barometer 2024 Source : IBM Security Report 2023



PROJECT OBJECTIVE

Allianz, an insurance company, recognizes the importance of cybersecurity
and is leveraging AI to prevent cyber threats. As part of this effort, they are
exploring the potential benefits of quantum algorithms in improving
cybersecurity threat detection.
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Develop a product for threats detection in cybersecurity. Based 
on an AI model leveraging quantum and MULTIVERSE quantum-
inspired algorithms applied in IQM QPU.
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AQACYB 3 PARTNERS - 1 AIM
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Global player and European leader in insurance

France
Pan-European leader in the construction of quantum computers 

European leader in the development of quantum and quantum-inspired software
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RELATED WORKS
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Despite project time lag, AQACYB partners have been involved in other cyber projects 
e.g. Allianz and LMU explored unsupervised anomaly detection with quantum Boltzmann machines.

● EDR inspired synthetic dataset.
● Quantum Annealing based implementation.

Results: QBMs can outperform classical models 
(training steps and result quality).

Gate based implementation
1. Same QBM not feasible with limited number of qubits.
2. Different generative model to compare results on same 

dataset.

Still not achieved with current QPUs.



RELATED WORKS
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Despite project time lag, AQACYB partners have been involved in other cyber projects 
e.g. Multiverse has developed solution with quantum-inspired solutions (TN) and Qboost.



TIMELINE OVERVIEW

CSO & CO-founder CTO & CO-founder Head of Financial 
Engineering

WORK PLAN
2023 2024 2025

Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

Lot 0 : Project management

Lot 1 : Problem definition

Lot 2 : PoC of quantum algorithm in a simple case

Lot 3 : Implementation of PoC in IQM 20-qubits QPU

Lot 4 : Large scale implementation in IQM QPU

Lot 5 : Challenges and perspectives

IQM 20 qubits availableUse-case selection

Model working

Lot 0
Coordination 

planification of the 
project

Lot 1
Analysis, definition 

and selection of use-
cases. Literature 

review, data 
preparation and 

algorithm selection

Lot 2
Development of 

selected algorithms. 
Adaptation to IQM 

hardware (co-
design). Use of IQM 

simulator

Lot 3
Implementation in 

IQM 20-qubits QPU. 
Reduced dataset 

comparison and full 
scale analysis

Lot 4
Full scale 

implementation in 
IQM machine. 

Benchmarks against 
Allianz current 

solution. 

Lot 5
Bottlenecks 

identification. 
Deployment and 

integration analysis.

All project long 2 months 6 months 5 months 8 months 1 month 8

MAJOR SHIFT : 
“paperwork issue”



NEXT STEP

CSO & CO-founder CTO & CO-founder Head of Financial 
Engineering

Allianz red team is building a specific dataset

Accordingly envisaged approaches, quantum machine learning models, will highly depend on the problem type
unsupervised vs supervised, the data quality and the different attributes of the dataset (imbalance, size, etc.) :

→ Approach will depend also on what we can do with the IQM QPU, the IQM simulator and the superconducting
quantum circuits (e.g. adaptation of Allianz & LMU work on IQM QPU).
→ The exploration of highly innovative approaches could also potentially surpass the methods described above.
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Classical (Benchmarking) Quantum and Quantum-Inspired

Supervised Random Forest & Boosting methods.
Additionally, fully connected neural networks
(FCNN) and convolutional neural networks
(CNN)..

QBoost, quantum neural networks, VQA, etc

Unsupervised DBSCAN, SVM, Variational Autoencoders, 
Isolation Forest, GAN.

TN-based GM



Thank you !




